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HIPAA Enforcement Rule Expanded and
Finalized
On February 16, 2006, the Department of Health
and Human Services (“HHS”) issued final
regulations addressing the enforcement of the
Health Insurance Portability and Accountability
Act (“HIPAA”) administrative simplification
provisions (“Enforcement Rule”). The final
Enforcement Rule expands the application of the
existing compliance and enforcement rules to all
of HIPAA’s administrative simplification
provisions. (The compliance and enforcement
rules previously covered only violations of the
HIPAA privacy standards.) The Enforcement Rule
is effective as of March 16, 2006.
Overview of the Enforcement Rule
Generally, the Enforcement Rule provides a
vehicle for HHS to collect civil monetary penalties
from covered entities who violate the HIPAA
administrative simplification provisions. (The
United States Department of Justice remains
responsible for all criminal actions as a result of
HIPAA violations; criminal actions are not affected
by the Enforcement Rule.)
Under the Enforcement Rule, it is now mandatory
for HHS to impose a civil monetary penalty if it is
determined that a HIPAA violation has occurred.
The Enforcement Rule outlines the factors that
will be determinative in calculating the amount of
the civil monetary penalty.
The following paragraphs provide a summary of
some of the key points in the Enforcement Rule.
Compliance Reviews
Although HHS emphasizes that a covered entity
should voluntarily comply with HIPAA, the final
Enforcement Rule provides that the Secretary of
HHS may conduct compliance reviews to
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determine whether or not a covered entity is
acting in accordance with the HIPAA
administrative simplification rules. These
compliance reviews are at the discretion of HHS.
Violations of Addressable Security
Implementation Specifications
The HIPAA security provisions provide for
“required” and “addressable” security implemen-
tation specifications. Although an “addressable”
security implementation specification is not
required, it must be implemented if it is
determined to be reasonable and appropriate to
implement. If a covered entity determines that it
is not reasonable and appropriate to implement
an addressable security implementation
specification, the covered entity must document
why it is not reasonable and appropriate. Further,
the covered entity is required to implement an
equivalent alternative measure if such alternative
measure is reasonable and appropriate.
If a covered entity fails to (i) implement a
reasonable and appropriate addressable
standard, or (ii) document why it has determined
that the addressable security implementation
specification is not reasonable and appropriate,
a violation of the HIPAA security rule will have
occurred. In addition, a covered entity’s failure
to implement a reasonable and appropriate
equivalent alternative measure is also a violation
of the HIPAA security rule.
Covered Entity’s Liability For Acts of Agents
Under the Enforcement Rule, a covered entity
could be liable for certain violations of HIPAA by
its agents (including business associates and
work force members). As an exception, if a
covered entity is in compliance with the HIPAA
rules governing business associates (such as
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entering into appropriate business associate agreements), the
covered entity generally would not be liable for the actions of a
business associate agent. (The federal law of agency will be used
to determine whether the agent acted within the scope of its
authority.)
Civil Monetary Penalty
While the final Enforcement Rule retains the provision under the
proposed rule that imposes a penalty on a covered entity if a HIPAA
violation occurs, the final Enforcement Rule eliminates the variables
to be used by HHS in determining the number of HIPAA violations.
Rather, the actual number of violations that occur will be determined
by the nature of the covered entity’s obligation to act or not act
under HIPAA (such as an obligation to act in a certain manner,
within a certain time, or with respect to a certain person). For
continuing violations, for each day that a violation continues, a
separate violation will have been deemed to have occurred.
Generally, an act by a covered entity that violates overlapping
subparts of HIPAA will be counted as one single violation, unless
separate legal obligations exist.
With respect to the amount of a civil monetary penalty, HHS will
take into account (i) the nature of the violation, (ii) the circumstances
under which the violation occurred, (iii) the degree of culpability,
(iv) the history of prior HIPAA violations, (v) the financial condition
of the covered entity, and (vi) such other matters of justice as may
be required. HHS will also consider mitigating factors.
A covered entity can challenge HHS’s imposition of civil monetary
penalties through hearings and an appellate review process.
HIPAA Security Deadline Approaching For Small Plans
The HIPAA security rule is the final part of the HIPAA administrative
simplification requirements. It establishes the minimum standards
for protecting the security of electronic protected health information
(“ePHI”) stored, maintained, created, received or transmitted by a
covered entity via electronic media, including:

• e-mails;
• intranet or extranet;
• floppy disks;
• hard drives;
• magnetic tape; and
• electronic claims reports.

The deadline for compliance for small group health plans (plans
with $5 million or less in annual “receipts”) is April 21, 2006. Large
group health plans (plans with more than $5 million in annual
“receipts”) were required to comply by April 21, 2005. (Annual
“receipts” are the annual premiums paid for an insured plan, and
the annual claims paid for a self-insured plan.)
In accordance with the HIPAA security rule, a group health plan
must:

• ensure the confidentiality, integrity and availability of all
ePHI;

• protect against any reasonably anticipated hazards or
threats to the integrity or security of ePHI;

• protect against any reasonably anticipated impermissible
uses or disclosures of ePHI; and

• ensure that the work force complies with the security
requirements.

In order to satisfy the requirements set forth above, a covered
entity must take the following steps to comply with the HIPAA
security rule:

• a Security Official must be designated (this may be, but
is not required to be, the same person designated as the
Privacy Official);

• the group health plan must be amended to incorporate
the security provisions;

• members of the work force must be trained with respect
to the covered entity’s security policies and procedures;

• business associate agreements must be updated to
incorporate security provisions; and

• policies and procedures must be implemented to address
security provisions, including –
(i) administrative safeguards for the business

processes;
(ii) technical safeguards for the software and hardware;

and
(iii) physical safeguards for the facilities and work space

where ePHI is used and stored.
Some of the safeguards are “required” and some are “addressable.”
A covered entity must review each safeguard to determine whether
it is reasonable and appropriate based upon the available financial
resources, applicable budget considerations, the technical
infrastructure, the security capabilities of the hardware and
software, the costs of measures, and the risks to ePHI.
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