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1. Introduction
Since the introduction of the US Sarbanes-Oxley Act of 2002 (“SOX”) and its related US rules
, multinational public companies are now required to certify their conformity with the requirements of SOX.  In particular, section 301 of SOX requires US-listed companies to put in place an anonymous method for employees to report concerns relating to fraud, accounting and financial matters and to adopt a code of conduct aimed at promoting honest and ethical conduct through the prompt reporting of such concerns.

Section 301 of SOX states:

“Each audit committee shall establish procedures for… the confidential, anonymous submission by employees of the issuer of concerns regarding questionable accounting or auditing matters”

Section 406 of SOX states:
“The SEC shall issue rules to require each issuer... to disclose whether or not, and if not, the reason therefore, such issuer has adopted a code of ethics for senior financial officers…”

SOX is not prescriptive about the exact method of anonymous employee reporting procedures that must be put in place, and therefore the practical interpretation of these legislative requirements varies from one organisation to another.  In complying with their obligations under SOX, many companies have gone beyond the strict requirements of section 301 to promote prompt reporting on other issues of wrongdoing and breaches of the law, not just those concerned with financial irregularity.  

However, US-listed companies with interests in Europe cannot view their obligations under SOX in a vacuum.  European subsidiaries of US‑listed companies and European companies listed in the US have been placed in the unenviable position of having to comply with their obligations under SOX with regard to putting in place an anonymous whistleblowing procedure, which recent decisions in France and Germany suggest are in conflict with European legislation on data protection.  

Failure to comply with the SOX whistleblower requirements can lead to significant penalties, including substantial fines and even delisting from NASDAQ or the New York Stock Exchange.  Whilst penalties for breaching data protection law vary considerably throughout Europe, in many jurisdictions breaches can result in significant fines and in some instances, even criminal liability for the officers of the organisation.  So how do US-listed companies deal with these competing statutory obligations? What is the position under UK law?

2. Whistleblowing under UK law

Whistleblowing in the UK is not a new concept, and for many years the common law has provided a general exception to a duty of confidence in circumstances where disclosure is in the public interest.  In addition, the Public Interest Disclosure Act 1998 (“PIDA”) came into force in July 1999.  PIDA provides workers (a wider category than just employees, and which would include contractors within an organisation) who “blow-the-whistle” about prescribed wrongdoing, protection from dismissal or suffering any other form of detriment by reason of making such disclosure.  
PIDA was enacted as a consequence of public enquiries into a number of major disasters during the 1980s which found that workers had either been aware of wrongdoings but were too scared to sound the alarm or had already raised the matter and it was ignored.  
· The inquiry into the sinking of the Herald of Free Enterprise (in which 187 people died following the capsizing of the ferry) found that workers in the ferry company were aware of the dangers of leaving the bow doors open upon departure and had previously raised their concerns with management, but nothing was done. 
· In the inquiry into the Piper Alpha oil-rig explosion (in which 167 workers died), it was concluded that workers were aware of safety concerns which led to the disaster, but did not want to put their continued employment in jeopardy by raising their concerns with management.  
· The Bingham inquiry into the collapse of the Bank of Credit and Commerce International (BCCI) found that within BCCI there was a climate of fear and staff felt too intimidated to raise their concerns regarding fraud and money laundering prior to the Bank’s collapse in 1991.
It was viewed that these major tragedies and scandals could have been averted or at least mitigated had legislation been in place which protected workers who came forward with their concerns, and which encouraged an open working environment where employers and employees cooperate in dealing with wrongdoing, without fear of recrimination.
What information can be disclosed?
Under PIDA, for employees to be afforded protection the information they disclose must be of a particular kind in order for it to amount to a qualifying disclosure.  The remit of the kind of disclosure that may be afforded protection is wide: it is that which the worker reasonably believes tends to show a matter falling into one or more of the following categories:
i. A criminal offence;

ii. A failure to comply with any legal obligation;
iii. A miscarriage of justice;
iv. Danger to the health and safety of any individual;
v. Damage to the environment; and
vi. The deliberate concealment of information tending to show any of the matters listed above.
This is clearly wider than the types of disclosure envisaged by SOX.  In practice, the most usual category of disclosure by a worker is a disclosure tending to show a failure to comply with a legal obligation.  This has been held by UK courts to be extremely wide in scope, and covers breach of both statutory and common law obligations.
In the case of Parkins v Sodexho Limited
, this category of disclosure was arguably taken to its extreme when it was found that a breach of legal obligation arising under a worker’s contract of employment fell within the ambit of PIDA.  Many commentators have argued that breach by an employer of an individual’s own contract of employment is a private matter and therefore should not enjoy protection under PIDA.  However, given that PIDA itself does not impose a requirement that the breach in question impacts on the wider public interest, the case of Parkins v Sodexho has been followed and remains good law.  This arguably draws the ambit of the provision outside of public interest disclosure and protects the worker for disclosure of a matter only significant to themselves.
How does a disclosure become a protected disclosure?
In order for a qualifying disclosure to become a “protected disclosure” and trigger the worker’s statutory protection, it must be made in a designated manner.  Crucially, the disclosure must be made in good faith.  A worker will lose the protection afforded by PIDA if the disclosure is made for an ulterior or dubious motive.  For example, in the case of Street v Derbyshire Unemployed Workers’ Centre
, the worker alleged misuse of funds and breach of contract.  The Court of Appeal held that the worker was motivated by personal spite against her manager.  Therefore, it was the court’s duty to enquire as to the primary motive of the disclosure.  If it is something other than the promotion of the public interest, then it is unlikely that the disclosure will be made in good faith.  A worker who makes a disclosure maliciously is also likely to be in breach of his or her confidentiality obligations and the duty of fidelity implied into all employment relationships.
In addition, the disclosure must be made to an appropriate person.  For example, it would be inappropriate for the worker to go straight to a journalist to inform them of a breach.  The aim of the regime is that the worker should attempt to resolve the matter privately with his employer.  Only where this is not feasible, or there is an exceptionally serious wrongdoing, would it be appropriate for the worker to make the disclosure to an external body.  PIDA sets out a structure whereby, in certain circumstances, provided there are good reasons and specific conditions are met, the concerns can be raised outside the workplace without having first raised the matter internally.
PIDA specifically provides that workers are to be treated as having made disclosures to their employer if they follow a procedure which the employer has expressly authorised, even if the disclosure is made to an external body (such as independent organisation or support line)
.  In the case of Brothers of Charity Services v Eleady-Cole
, information provided to a confidential telephone support line operated on behalf of the employer which was fed back anonymously to the employer, was held to be a qualifying disclosure to the employer notwithstanding the indirect nature of the disclosure.  Accordingly, a worker utilising a whistleblowing scheme adopted in compliance of SOX requirements but operated by a third party will nevertheless be deemed to have made a disclosure to his employer and therefore enjoy the protection afforded by PIDA. 
Protection for whistleblowers

If the worker has made a protected disclosure in good faith to an appropriate person, they will be protected from dismissal or suffering a detriment at the hands of their employer if the reason for that treatment is the protected disclosure.  In the case of London Borough of Harrow v Knight
, the UK Employment Appeal Tribunal confirmed that the detriment complained of must be more than simply “related to” the protected disclosure, but instead must be the predominant cause of the detrimental treatment. 
There will be an automatic unfair dismissal if the reason for the dismissal is the fact that the worker made a protected disclosure.  This applies to employees regardless of their length of service, and the compensation available is uncapped.  If the worker is not an employee, they can bring a claim on the ground of the detriment suffered.  The Employment Tribunal could then make an award for compensation, which may include career loss damages as well as an award for injury to feelings, the top band of which is between £15,000 and £25,000.
Whistleblowing statistics
In its biennial review 2005, the UK charity, Public Concern at Work (which was instrumental in the consultation and implementation of PIDA and which seeks to ensure that whistleblowing in the public interest is encouraged and protected) reports that it assisted in over 1,500 cases of whistleblowing during 2003/2004.  
Interestingly, of those 1,500 cases, 79% were raised openly by the whistleblower (i.e. they identified themselves to all involved), 20% of the whistleblowers raised their concerns confidentially (i.e. they identified themselves but asked that their identity not be disclosed to others without their prior consent) and only 1% of the whistleblowers made an anonymous report.

Of the calls made to the Public Concern at Work confidential helpline for the same period:

· 34% related to health and safety issues;

· 30% related to financial malpractice;

· 14% related to abuse in care homes; and 
· 22% related to consumer issues, the environment and discrimination.  
Compensation awards made under PIDA vary considerably depending on the circumstances of each case.  However, in certain circumstances (for example, if the whistleblower is nearing the end of his or her working life) awards can be considerable, as in the case of Fernandez v Netcom
 where a 58 year old finance officer for a subsidiary of the US telecoms company Netcom, was award £293,000 after having been dismissed for raised concerns about the CEO’s expense claims.
3. Whistleblowing and Corporate Governance

Unlike the mandatory SOX requirements in the United States, corporate governance in the United Kingdom is founded on the principle of “comply or explain”.  The Combined Code on Corporate Governance
 provides that publicly listed companies within the United Kingdom are required to make a two-part disclosure statement in their annual reports, detailing:

· How the company has applied the principles of the Combined Code; and

· Whether the company has complied with the provisions of the Combined Code and, where it has not, provide an explanation why.

The principle behind this is that such statements will then allow shareholders and others to evaluate the company’s approach for themselves.  Whilst it is hoped that listed companies will comply with the provisions of the Combined Code most of the time, it is recognised and accepted that departure from the Code may be justified from time to time.  The Code itself specifically mentions considerations of proportionality and common sense, which may of themselves justify non-compliance in a particular situation.

As such, whilst the recommendations and principles of the Combined Code on Corporate Governance are clear and unequivocal, given the lack of sanctions attributable to non-compliance, in practice it has led to some interesting statements in UK listed companies’ annual reports.
By way of illustration, in its 2003 annual report and accounts, BSkyB stated:

“BSKyB is committed to high standards of corporate governance and, except as noted below, this complies throughout the year with the best practice provisions of…the…Code”.

“In prior years the Board did not deem it necessary to appoint a senior non-executive director and as such was not compliant…however, in last year’s annual report the Board confirmed its commitment to make an appointment and [did] on 7 November 2002”.

Another stark example of the “comply or explain” principle appears in the 2003 annual report and accounts of W. Morris Supermarkets plc, in which it is stated:


“The Company does not have any non-executive directors on the Board.  The directors are mindful of the provisions of the… Code in this regard…”


“The Company does not have a formal remuneration committee but the emoluments of the directors are the subject of appraisal by the Chairman and the Managing Directors…”


“The Company complies with the Companies Act for giving notice of AGMs…the requirement of the Code to give the shareholders at least twenty working days’ notice…may not be strictly adhered to”

Whistleblowing under the Combined Code

In line with SOX requirements, Combined Code provision C.3.4 addresses the corporate governance benefits of implementing a whistleblowing procedure.  It states:
“The audit committee should review arrangements by which staff of the company may, in confidence, raise concerns about possible improprieties in matters of financial reporting or other matters.  The audit committee’s objectives should to ensure that arrangements are in place for a proportionate and independent investigation of such matters and for appropriate follow up action”.
The Combined Code envisages a process to regulate and encourage the disclosure of all wrongdoing, not just financial impropriety - a step which was welcomed by Public Concern at Work and sits firmly alongside the provisions of PIDA.

The use of confidential whistleblowing procedures was given further support by the UK Financial Service Authority which, in its publicity statement on the issue stated that the FSA wish to:

“encourage all authorised firms carrying on regulated activities in the UK to adopt, implement and communicate internal procedures which will encourage workers with concerns to blow the whistle internally about matters which are relevant to [the FSA’s] functions.”

Support for the implementation of whistleblowing arrangements in accordance with the Combined Code was also given by the Institute of Chartered Accountants in its guidance for audit committees in March 2004.  Again, the benefits of protecting employees who raise genuine concerns and the need to dispel the view that such arrangements are a “sneak’s charter” were fully supported.

4. Data Protection under UK law

Cases bought under the provisions of PIDA are becoming increasingly more common place, particularly in light of the wide interpretation of its provisions
.  In addition, the use of whistleblowing procedures have enjoyed unequivocal support in the financial and corporate governance arenas
.  However, recent cases in continental Europe have suggested that such whistleblowing procedures may not be such a good thing, and are in beach of data protection obligations under European law.
Data Protection Act 1998

In the UK, the European Data Protection Directive
 was transposed into English law by the Data Protection Act 1998 (the “DPA”).  
Pursuant to the DPA, organisations need to ensure that they process data in accordance with eight key principals.  Accordingly, when looking at whistleblowing procedures, employers should ensure that any telephone hotline or other whistleblowing process complies with the following principles:

· data obtained must be fairly and lawfully processed – the employer should ensure that they have a clear policy to which all workers have access, which sets out full details of the whistleblowing process, what information will be collected and how the data will be used;

· data must be processed for limited purposes – information obtained through telephone hotlines/whistleblowing procedures should be used for the purposes of investigating the concerns only, and not for other purposes; 

· data must be adequate, relevant and not excessive – only information which is necessary for the purpose of investigating the concerns raised should be collated;

· data must be kept accurate and up to date – efforts should be made to ensure the accuracy of any data collected in the process of the investigation.  Out-of-date data should not be used;

· data should not be kept longer than necessary – information which is investigated and is found to be inaccurate, or have insufficient supporting evidence, should be deleted;

· data should be processed in accordance with the individual’s rights – the accused person should be informed of the complaint as soon as possible and be given an opportunity to respond;

· data must be processed securely – organisations should ensure that their security systems are adequate and proportionate to the possible consequence of the loss of, or unauthorised access to, the information in question; and

· data must not be transferred to countries outside the European economic area, unless there is adequate protection – for example, if the organisation is part of an international group which will transfer the data outside of the EEA, is there adequate safeguards in place (such as under the Safe Harbour Scheme)?  

Codes of Practice

The UK Information Commissioner (who is charged with overseeing compliance with the DPA) has issued substantive guidance regarding the application of the DPA to the workplace.  The code provides a detailed practical analysis of compliance with the DPA, and deals with issues such as handling sensitive personal data regarding employees and the monitoring of employees in the workplace.  However, the code is silent as to the use of whistleblowing procedures and whether or not they comply with the DPA’s eight data protection principles.

Non-compliance with data protection requirements in the UK

One of the main rights granted to individuals under the DPA is the ability to apply to any organisation which holds personal information about them, and obtain a copy of such data.  This process, known as a “subject access request”, was initially interpreted strictly by the Information Commissioner and placed a great burden upon employers seeking to comply with its obligations in this regard.  The Information Commissioner took the view that nearly all information which referred to an individual by name or reference fell within scope of a subject access request, making an administrative nightmare for employers.
However, pursuant to the case of Durant v Financial Services Authority
 the provisions of the DPA were interpreted in a much more restrictive (and, arguably, pragmatic) way and it was held that data can only be obtained by an individual through a subject access request if it is held in a structured system (either electronically or if it is categorised in an easily identifiable and accessible manner).  Durant also provided that as a matter of proportionality, data is only disclosable to individuals if it is “significantly biographical” of that person, disposing with the need to provide employees with copies of every email and memorandum ever received by or sent to them.
Post Durant, the Information Commissioner was forced to amend its position and guidance on this issue, which was seen as a great win for employers and took much wind out of the sails of data protection rights in the United Kingdom.

In addition to the United Kingdom courts significantly narrowing the scope of the DPA and the obligations of an organisation thereunder, it is worth noting the penalties for non-compliance with data protection requirements within the United Kingdom are significantly less than the penalties imposed for similar breaches in other European jurisdictions.

Enforcement in the UK

In the United Kingdom, breach of a data protection principle does not of itself amount to a criminal offence, but may result in an enforcement notice being issued by the Information Commissioner.  Breach of such a notice may then lead to criminal proceedings.  The main remedy available to individuals who have had their rights under the DPA infringed, is (potentially unlimited) compensation.  However, in 2004/2005, notwithstanding that 20,138 cases were closed by the Information Commissioner, in the same period there were only twelve prosecutions resulting in penalties ranging from £100 to £3,150, with the average penalty being approximately £250.  Instead, the UK Information Commissioner has a policy of “naming and shaming” organisations who appeal against an enforcement notice, by publishing details of the Information Tribunal’s decisions on its website
. 
In contrast, breach of data protection principles in Spain can result in significantly stricter penalties.  For example, in January 2001 the producer of the Spanish version of the television programme “Big Brother” was fined €1,081,822 for various breaches of the Spanish version of the DPA.

In light of the perceived curtailing of the Information Commissioner’s authority arising from the case of Durant v FSA and the relatively light penalties imposed by the UK Information Commissioner for breaches of data protection requirements, it is perhaps unsurprising that non-compliance currently poses a much lower risk in the United Kingdom than on continental Europe.  
5. Whistleblowing – Developments in Europe

The use of whistleblowing hotlines set up by US companies to comply with SOX requirements on corporate governance, came under attack in May 2005. 
On May, 26 2005, the French data protection authority (CNIL) gave two decisions refusing to approve and register anonymous employee whistleblower hotlines set up by the French subsidiaries of Macdonald’s and CEAC/Exide Technologies.  Both hotlines sought to put in place a system whereby employees could raise concerns regarding financial irregularity as well as wider breaches of ethics and law.  

CNIL took the view that the proposed anonymous whistleblowing hotlines were unlawful and infringed data protection law because:

1.
The individual who is the subject of the allegations (namely, the person about whom the whistle has been blown) may not be able to face his accuser and defend himself against the subject of the allegations; and

2.
It believed that the use of such systems were highly disproportionate to the aim which it seeks to achieve – the risk of “slanderous denunciation” to individuals outweighed the likely benefits of having in place a whistleblowing hotline to combat financial impropriety.

On the same day, the German Labour Court gave its decision relating to the implementation of an anonymous whistleblowing hotline by Wal-Mart in satisfaction of its obligations under SOX.  This decision was determined according to an apparent lack of consultation on the part of Wal-Mart, as opposed to data protection principles.  Failure to consult with the German Works Councils regarding the implementation of such a whistleblowing policy rendered it unlawful under German labour law.
Early indications from the UK Information Commissioner’s office suggested that the use of such hotlines would not, in principle, be in breach of the DPA.  The Information Commissioner’s office took the view that such hotlines do not inherently offend data protection principles, however it acknowledged that where such hotlines impact upon personal, rather than work-related, concerns, this may cause data protection concerns.  
To date, the UK Information Commissioner has not received any complaints from individuals who are the subject of anonymous whistleblowing reporting.

CNIL Guidance
Following the French and German decisions, US Companies doing business in France and Germany were placed in an impossible position.  On the one hand, non-compliance with SOX requirements could lead to companies being de-listed from the US stock markets, whereas non-compliance with French data protection law could lead to significant fines and up to five years’ imprisonment.
In the hope of reconciling these conflicting legal requirements, after discussions with the SEC, NYSE and NASDAQ, on November 10, 2005 CNIL issued guidance to clarify its position on the legality of whistleblowing procedures implemented in France.  CNIL also published a decision on December 8, 2005 which provides a blanket authorisation for companies implementing whistleblowing procedures in France provided that the company declares its compliance with the conditions detailed in the decision.
The guidelines and decision of CNIL confirm its view that whistleblowing procedures can be lawful under French law provided that:
· The procedure compliments other methods of communicating concerns about irregular behaviour within the organisation;
· The procedure is necessary to comply with a legal obligation (such as SOX) or for a legitimate interest pursued by the data controller (provided it does not override the interests or the fundamental rights and freedoms of data subjects);
· The procedure is limited in scope – the French decision confirms that procedures should be restricted to financial inproprietary and bribery, however other matters may also be reported under such whistleblowing schemes if they affect the vital interests of the Company or the physical or moral integrity of its employees;
· Use of the procedure must be voluntary;
· The procedure must limit the categories of personnel who may be incriminated through the procedure;
· The whistleblower’s identity must be kept confidential so that he or she does not suffer any detriment;
· Employers should not encourage employees to use whistleblowing procedures anonymously;
· Employers must clearly communicate the whistleblowing procedure to potential users, setting out who is responsible for the procedure, the recipients of whistleblowing reports, the objectives of the procedure, the optional nature of the procedure and the fact that an employer will not be penalised for not using it.  Employer should also make a clear statement that abuse of the whistleblowing procedure may result in disciplinary or legal action being taken against the individual, but use of the procedure in good faith will not expose the whistleblower to sanctions;
· The data obtained through the procedure is limited to that which is strictly required for verifying the alleged facts;
· Whistleblowing reports must be entrusted to a specific, trained body within the organisation (or an external provider) which is bound by contractual confidentiality obligations;
· The rules regarding the transfer of data to an entity outside the European Union must be adhered to (such as the Safe Harbour Scheme);

· Information obtained which is found to be unsubstantiated must be deleted immediately and other information must not be stored for more than two months unless disciplinary or legal proceedings are initiated; and
· The accused employee must be informed of the facts he or she is accused of, who might receive a copy of the report, and how to exercise his or her rights of access and correction.

In summary, the CNIL guidance and decision make it clear that in order for whistleblowing procedures to be lawful under French law, they must be transparent and such procedures must have due regard to the rights of the accused as well as the person blowing the whistle.

PCAW Response to CNIL Guidelines

Following publication of the first draft of the CNIL guidelines, Public Concern at Work published
 its opinion on CNIL’s principles for compliance. 

PCAW broadly supported the French guidance, in particular the provisions stipulating that employees should not be mandated by their employer to blow the whistle and that anonymous reports should be discouraged whereas individuals who blow the whistle openly or confidentially should be actively encouraged.  PCAW took the view that the only real data protection problems that could arise in relation to whistleblowing systems are in the context of anonymous reports.  These are entirely separate to confidential or open reports in relation to which the whistleblower can be held to account for his or her actions.

However, PCAW identified five main problems with the CNIL guidance, which it illustrated with examples of real whistleblowing issues it had recently been involved with.
(1) The requirement for the whistleblowing procedure to be limited in scope to issues of financial irregularity, bribery or to affect the vital interests of the Company or the physical or moral integrity of its employees, is too restrictive.  It is at odds with the UK PIDA, which is much broader in scope than envisaged in the CNIL guidance, and provides statutory protection for employees who raise concerns about other issues of wrongdoing such as harm to the environment and breaches of other legal obligations. 
(2) Limiting the use of whistleblowing procedures to only certain specified employees could mean that wrongdoing goes undisclosed (especially if the perpetrators are the senior management themselves).
(3) PCAW does not accept that a whistleblowing procedure which allows disclosures about criminal wrongdoing or breaches of health and safety, to be disproportionate.
(4) Certain instances of wrongdoing are so serious that an individual may not wish to raise the matter internally.  Therefore limiting the scope of the whistleblowing procedure to authorise disclosures made to one specific reporting body only, could lead to injustice and wrongdoing going undisclosed.

(5) If an accused person is found to be guilty of wrongdoing, a whistleblowing procedure which has disclosed such wrongdoing should not, as a matter of policy, be deemed to be in breach of the accused person’s data protection rights. 
PCAW has publicly stated that it does not support the CNIL guidance for these reasons, and has submitted details of the cases highlighting each of the above issues to CNIL, requesting express confirmation as to whether or not whistleblowing in these particular cases would be in breach of the CNIL guidance and French data protection law.  So far as we are aware, PCAW is still awaiting a substantive reply from CNIL.
Opinion of the Article 29 Working Party
In light of the potentially serious conflict between SOX and European data protection principles, the Article 29 Data Protection Working Party issued an Opinion
 on February 1, 2006 setting out guidance on how SOX whistleblowing systems could be implemented in accordance with the European Data Protection Directive
.
The Working Party (which is made up of the data protection commissioners of the 25 European Union members states) confirmed that whistleblowing procedures are lawful provided that they protect both the whistleblower and the person(s) accused of misconduct.  The scope of the Opinion is limited to internal whistleblowing systems for financial impropriety
 and closely follows the CNIL guidance.  As such, US companies with whistleblowing/ethics hotlines which apply to a broader ambit of wrongdoing may well be in breach of European data protection laws.

In particular, the Opinion stipulates the following conditions which must be met for a whistleblowing scheme/procedure to be lawful:
· The procedure must set up for a legitimate purpose - In line with Article 7 of the European Data Protection Directive, a whistleblowing procedure will only be lawful if it is necessary to comply with a legal obligation
 or for legitimate interests
.  Compliance with SOX falls under the ambit of a “legitimate interest”.
· The procedure must apply the principles of data quality and proportionality 
· Organisations should consider whether it would be appropriate to limit the number of people who can report alleged wrongdoing and be incriminated under the whistleblowing procedure.
· Anonymous reporting should be discouraged and should only be allowed as an exception to the general rule.  Whistleblowing procedures must not advertise the ability to make anonymous reports.  Instead, individuals should be advised that their identity will be kept confidential and they will not suffer a detriment as a result of blowing the whistle.  Anonymous reports should be processed swiftly and subject to special caution.

· Information collected via the whistleblowing procedures should be limited to the facts needed to “strictly and objectively” verify the allegations made.
· Information collected via the whistleblowing procedure should not be retained any longer than is necessary.

· The procedure should be clearly explained to all staff – including its purpose, confidentiality and that abuse of the system will result in sanctions.
· The rights of the accused person must be respected

· The accused should be advised of the allegations as soon as possible unless this would jeopardise the investigation.

· The accused should be advised of his or her right to access and rectify the information if it is incorrect.
· The procedure must be secure – the data obtained must be protected and kept confidential.

· The procedure must be managed correctly – internal management of the procedure is preferred, and should be kept separate from other functions of the organisation (including Human Resources).  If management of the procedure is outsourced to an external provider, such provider should be bound by contractual obligations to comply with data protection principles and an express confidentiality obligation.  The organisation and the external provider both remain responsible for data protection compliance.  Reports should be dealt with locally, and not be shared automatically with other group companies unless necessary to do so.
· Information should not be transferred to countries outside of the European Union - without adequate protection (such as the US Safe Harbour Scheme).
· The procedure must comply with any national notification requirements - if the data protection regulator for the relevant Member State requires the procedure to be approved. 

Whilst the Opinion is not binding, it is influential and should be carefully considered by organisations looking to put in place a whistleblowing procedure.  Whilst it gives the go ahead to limited whistleblowing procedures, it stresses that this is not a blanket approval, and that the principles of personal data must be considered when establishing such a scheme.
The Opinion acknowledges that it does not address the issue of the compatibility of European data protection principles with whistleblowing procedures or ethics hotlines in fields other than financial irregularity (such as health and safety, employee rights, criminal offences or environmental damage), and that further guidance in relation to these issues may be forthcoming in the future.

As a member of the Article 29 Working Party, the UK Information Commissioner was a party to the Opinion.  Notwithstanding that many whistleblowing procedures in the UK which have been implemented to facilitate compliance with the PIDA go far beyond the guidelines set out in the Opinion (in terms of scope, management of the system and anonymous reporting), the UK Information Commissioner’s office has confirmed that it has no intention of challenging existing whistleblowing procedures or issuing guidance in line with the Opinion.
6. Conclusion

Given the wide scope of the UK PIDA, the cultural view of whistleblowing within the UK and the fact that the UK Information Commissioner has never received a complaint relating to a whistleblowing system, it is perhaps unlikely that the Opinion will have a significant impact within the UK at the present time. 
Whilst UK courts openly accept the need for a balancing exercise between an individual’s data protection rights and the organisation’s reason for potential infringement, since the landmark case of Durant v FSA, the current view is that legal and commercial considerations will often take precedence.  Data protection concerns do not feature as high on the agenda as in continental Europe, and therefore organisations operating in the UK frequently take a more robust approach.
Whilst the existence of PIDA means that whistleblowing procedures in the UK are likely to be set up for a legitimate purpose, technically, unless such procedures comply with the other conditions of the Opinion (e.g. the rules regarding management of the whistleblowing scheme) they could be open to challenge as being in breach of the European Data Protection Directive. However, any such challenge is likely to be difficult given that PIDA sets out a statutory regime whereby any worker can raise a concern about a large range of issues, in some cases to bodies external to the organisation – all of which run contrary to the principles set out in the Opinion.  Given that PIDA provides that any contractual provision which precludes a worker from being able to make a protected disclosure, is void
, the conditions of the Opinion could therefore only be fully implemented in the UK with some significant changes to the statute books. As such, further guidance from the Article 29 Working Party is eagerly awaited.






� Securities and Exchange Commission Rule 10A-3(b)(3) promulgated under the Securities Exchange Act 1934; NASDAQ Rule 4350(n); and NYSE Listed Company Manual section 303A(10).
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� Section 43C(2) of the Employment Rights Act 1996 (inserted by PIDA) provides that “a worker who, in accordance with a procedure whose use by him is authorised by his employer, makes a qualifying disclosure to a person other than his employer, is to be treated for the purposes of this Part as making the qualifying disclosure to his employer”.
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� The current version of the Combined Code is dated July 2003.  A revised version of the Combined Code (dated June 2006) is expected to be adopted in April 2007 following a consultation exercise by the Financial Services Authority, the UK Listing Authority. 
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� Directive 95/46/EC


� [2003] EWCA Civ 174


� � HYPERLINK "http://www.informationtribunal.gov.uk/our_decisions/our_decisions.htm" ��www.informationtribunal.gov.uk/our_decisions/our_decisions.htm� 


� In its submission dated 7 November 2005, which can be found at � HYPERLINK "http://www.pcaw.co.uk/cnil" ��www.pcaw.co.uk/cnil� 


� � HYPERLINK "http://ec.europa.eu/justice_home/fsj/privacy/docs/wpdocs/2006/wp117_en.pdf" ��http://ec.europa.eu/justice_home/fsj/privacy/docs/wpdocs/2006/wp117_en.pdf� 


� Directive 95/46/EC


� More specifically, accounting, internal accounting controls, auditing matters, fight against bribery, banking and financial crime


� Article 7(c) of Directive 95/46/EC


� Article 7(f) of Directive 95/46/EC


� Section 43J of the Employment Rights Act 1996 (inserted by PIDA)
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